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Impose risk and consequences on cyber
adversaries through unique authorities,
world‐class capabilities, and enduring
partnerships, building upon a century of
innovation.

Lead the national effort to understand and
manage cyber and physical risk to our critical
infrastructure.

Mission
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Roles and Responsibilities 



TLP:WHITE

June 23, 2022

UNCLASSIFIED

 Established in 2002

 Investigates Computer Intrusions

 Criminal and National Security

 56 Field Offices and International Presence

 Operations, Intelligence, and Outreach

 Established in 2018

 Defend against today’s threats and collaborates to 
build more secure and resilient infrastructure

 10 Regions

 Operations, Intelligence, and Outreach

History and Organization 
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Critical Infrastructure Significance
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 Critical Infrastructure refers 
to the assets, systems, and 
networks, whether physical 
or cyber, so vital to the 
Nation that their 
incapacitation or 
destruction would have a 
debilitating effect on 
national security, the 
economy, public health or 
safety, and our way of life   
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16 Sectors & Sector Specific 
Agencies 
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Threats to Critical Infrastructure

 Critical infrastructure remains at 
risk from a variety of threats
including:
 Extreme Weather
 Pandemics
 Accidents / Technical 

Failures
 Acts of Terrorism
 Cyber Attacks
 Ransomware
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FBI Jacksonville

Cyber Enabled Crime vs. Computer Intrusions 

Types of Malicious Cyber Activity
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FBI JacksonvilleCyber Threats
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FBI JacksonvilleOn The Network 
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FBI JacksonvilleTypes of Attack
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FBI Jacksonville

• Report Internet-
facilitated criminal 
activity to the FBI 
(www.ic3.gov)

• Information analysis and 
dissemination to law 
enforcement

• Prevention tips and 
scheme descriptions

• Facilitate asset recovery

Internet Crime Complaint Center (IC3)
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FBI Jacksonville
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FBI Jacksonville
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FBI Jacksonville
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FBI Jacksonville

Incidents: 1,303
Losses: $463 Million
Frozen: $380 Million

Successes in 2020 {

IC3 Recovery Asset Team (RAT)
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Cybersecurity Assessments

 Cyber Resilience Review (Strategic)

 External Dependencies Management (Strategic)

 Cyber Infrastructure Survey (Strategic)

 Cybersecurity Evaluations Tool (Strategic) 

 Phishing Campaign Assessment 

 Validated Architecture Design Review (Technical)

 Vulnerability & Web App Scanning (Technical)

 Remote Penetration Test (Technical)

 Risk and Vulnerability Assessment (Technical)
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Additional Resources & Services

 Information sharing
 Threat intelligence
 Vulnerability information

 Hometown Security
 Connect
 Plan
 Train
 Report

 Vulnerability assessments

 Training, education, & 
exercises
 Active shooter
 Insider Threat
 De-escalation
 Counter improvised 

explosive devices
 Protective measures
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To enroll in CISA services, more 
information, or your local CISA contact:

CISA
PSA / TFO Kirby Wedekind
Cell: 202-868-1361
Email: Kirby.Wedekind@HQ.DHS.GOV

For more information:
cisa.gov/
cisa.gov/cybersecurity
ic3.gov


